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Product Overview

The is an ITU-T G.811 Primary ReferenceVCL-2156 NTP Server

Clock, designed to deliver highly accurate time and frequency

synchronization. It locks to GPS / GNSS / NavIC references and

provides NTP services to private networks such as Railways and

Metro ticketing and platform systems, Airports and Air Traffic

Control facilities, Electric Sub-Stations, Power Distribution and

Transmission companies, Oil and Gas Utilities, ISPs, Cable TV

networks, and Campus networks that require complete isolation

from public networks for security reasons.

VCL-2156 NTP Server is a dual-band GNSS clock supporting L1

(GPS, GNSS, Galileo) L5 (GPS, Galileo E5a, NavIC)and signals. Its

dual-frequency design ensures high accuracy, reliability, and

resilience. Multipath Mitigation with Dynamic Satellite Selection

maintains signal integrity in difficult conditions. Ideal for telecom,

power grids, data centres, and defence, it provides precise,

uninterrupted synchronization with stable outputs from multiple

constellations.

Using two frequency L1 and L5 bands makes the clock less

vulnerable to jamming or spoofing of a single frequency. The

receiver can switch to the other frequency band in case one is

compromised by such attacks. Provides better continuity of service

for critical infrastructure.

VCL-2156 locks to a GPS / GNSS / NavIC reference to provide an NTP

time reference on up to 4+1, 10/100BaseT Ethernet Ports which

can be segregated to serve separate classes of assets in the

network.

The VCL-2156 is equipped with a highly accurate, low-noise OCXO

to provide a high stability, ITU-T G.812, Type II, III compliant

holdover clock with better than 12μs accuracy over a 24 hour (5

milliseconds per year) period in the event of unavailability of the

GPS / GNSS / NavIC signal, or antenna failure, or a temporary loss of

reception in a totally isolated network without any external

reference.

VCL-2156 establishes a highly accurate phase-synchronized

frequency and time base by synchronizing to the GPS / GNSS /

NavIC satellites' atomic clocks to distribute synchronized time over

packet-based networks including Ethernet, Carrier Ethernet, IP

and IP / MPLS Networks.

The VCL-2156 NTP Server also supports an external 1PPS input for

frequency synchronization. In the event of GNSS signal loss or

disconnection, the unit continues to provide G.811 Compliant

clock outputs, ensuring reliable and stable synchronization.

In addition to functioning as a primary NTP server, the VCL-2156

may also be used as an intermediate NTP server in the event of the

loss or the absence of the GNSS input signal. This feature increases

the reliability and resilience of the VCL-2156 NTP server, which in

the event of losing its GNSS signal, automatically becomes a

secondary NTP server by synchronizing to another primary NTP

time server located in the same network to acquire and to continue

to dispense an accurate NTP time reference.

Features and Highlights:

� GPS / GNSS / Galileo / NavIC Input (TNC)

� External Inputs: 1PPS (SMA), NTP (RJ45)

� Functions as a Primary NTP Server

� Support Anti-jamming and Anti-spoofing

� Automatic failover to function as a secondary NTP Server, in

the absence of GNSS Signal

� NTP Server supports IP20 ingress protection

� High bandwidth NTP performance

� Upto 7,500 NTP requests per second

� 40,000 NTP Slaves supported

� 250,000 SNTP Slaves supported

� ITU-T G.811 / Stratum 1 compliant (PR) Primary Reference

when locked to GPS / GNSS / NavIC

� ITU-T G.812 compliant holdover (OCXO - Option 1)

� ITU-T G.812 compliant holdover (RbXO - Option 2)

� Maintains Stratum-1 NTP output during holdover

� Synchronization of NTP / SNTP clients

� Supports Unicast, Multicast, Broadcast

� NTP Peering (1+1 redundant NTP Server)

� Leap Second correction Support

� MD5 / SHA1 authentication for NTP clients

� 1 x IRIG-B Un-Modulated DCLS (BNC)

� 1 x IRIG-B Modulated AM (RJ45)

� Meets and comply with Power Contact and Lightening

Protection as per EN61000-4-5 Level 3 specifications.

� Alert notifications via SNMP Traps, SNMPv2, SNMPv3, SMTP

(Email)

� Concurrent IPv6 and IPv4 operation

� Supported network protocols: IPv4, IPv6, SSH, TELNET, FTP,

SYSLOG, SCP, SFTP, TCP, UDP and DHCP

� Field firmware updates supported (local and remote)

� Secure network management: enable or disable options

Application Diagram:

VCL-2156, NTP TIME SERVER
GNSS Primary Reference Clock (G.811)

VALIANT

COMMUNICATIONS

The NTP Input Port of VCL-2156 supports connection to an auxiliary /*

secondary NTP time source, ensuing that the equipment shall

automatically connect to the auxiliary / secondary NTP source in the event

that the GNSS Antenna, its primary source of time, is disconnected.
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NTP Peering:

NTP peering is a method to allow multiple NTP servers to share

time. Having more than one reference server configured increase's

reliability of the NTP server.

In peering mode, in addition to its GNSS reference, VCL-2156 can

be configured to receive and monitor time from an additional

Stratum 1 NTP Server available on the network. This allows the unit

to fall back to its peer source in the event its primary reference

becomes unavailable.

Performance:

The VCL-2156 has 4+1, 10/100 BaseT Industrial Ethernet Ports that

meet and comply with “Power Contact and Lightening Protection”

as per EN61000-4-5 Level 3 specifications making it suitable for the

equipment to be installed in harsh industrial environments which

include Electric Sub-Stations, Railway and Metro Networks.

VCL-2156 provides a better than 30 nanosecond accuracy to assure

high bandwidth NTP Performance.

Monitoring and Management:

The configuration can be managed by GUI. A text based and menu

driven setup utility is also available via Telnet or SSH. An optional

NMS allows multiple systems installed on a network to be

monitored and configured from a single or multiple management

locations.

The GUI provides real-time GNSS signal monitoring, time

synchronization troubleshooting, and role-based access control for

user management and configuration.

Technical Specifications:

GPS/GNSS Receiver Specifications:

� 5 Channel GPS Receiver0

� 62 Channel GNSS Receiver

� Supports Propagation delay compensation

� GPS, GNSS, Galileo (1575.42 MHz) frequency, C/A CodeL1

Receiver

� GPS, Galileo-E5a, NavIC (1176.45 MHz) frequency, C/A CodeL5

Receiver

� Tracks up to 52 satellites with Multiple Constellation.

� Synchronizing Time:

� Acquisition time - Hot Start: 1 sec.

� Acquisition time - Warm Start: 28 sec.

� Acquisition time - Cold Start: 28 sec.

� GPS / GNSS / NavIC Signal

� Tracking and Navigation: -165 dBm

� Reacquisition -160 dBm

� Cold Start -148 dBm

� Antenna Connector: TNC

� Re-synchronization Delay - less than 1 minute

� Accuracy of re-synchronization - less than 100ns

� Accuracy Of Time-Pulse Signal referenced to GPS: ± 30ns (raw)

� Accuracy Of Time-Pulse Signal referenced to GNSS: ± 20ns (raw)

� Accuracy Of Time-Pulse Signal referenced to GPS/GNSS: ± 15ns

(compensated)

(Note: with all satellites in view at -130db)

Synchronization Inputs:

� 1 x GPS / GNSS / Galileo / NavIC (TNC)

� 1 x 1PPS (SMA)

� NTP Time Source (RJ45)

Holdover (G.812) Synchronization:

� OCXO (Double Oven-Controlled Crystal Oscillator - )Option 1

� OCXO Stability: 3ppb±

� Accuracy

� One day Aging is ± 0.4ppb

� 20 Year Aging is ± 80ppb

� RbXO (Rubidium Oscillator - )Option 2

� RbXO Stability: 0.3ppb±

N PortsTP Outputs :

Option 1:

� 4 10/100Mbps NTP / SNTP Interfacesx

� 1 x 10/100Mbps user configurable NTP / OAM interface

Option 2:

� 4 10/100/1000Mbps NTP / SNTP Interfacesx

� 1 x 10/100Mbps user configurable NTP / OAM

� 1 x 1000 Base Fx SFP (Optical)

N InTP put:

� Distributes UTC/IST-synchronized time through multiple NTP

server outputs to network clients

� Supports upstream NTP input for synchronization from

external time sources (e.g., CSIR–NPL NTP server (IST)

Frequency and Time Outputs:

� 1 x 2.048 MHz, 75 Ohms, phase-locked to GPS / GNSS / NavIC

(BNC). ITU-T G.811 compliant.

� 1 x 2.048MBits (ITU-T G.811 Compliant E1 Bits Clk), RJ45

� 1 x 10MHz, 50 Ohms, phase-locked to GPS / GNSS / NavIC

(BNC). ITU-T G.811 compliant.

� 1 x 1PPS, phase-locked to UTC (BNC)

� 1 x 1PPS Adjustable Pulse-Width (1μs – 200ms) phase-locked

to UTC (BNC)

� 1 x ToD (Time-Of-Day) output compliant to NMEA 0183 -

RS232C (DB-9)

� 1 x IRIG-B Un-Modulated DCLS (BNC-50 Ohms)

(B000, B002, B003, B004)

� 1 x IRIG-B Modulated AM (RJ45) (B120, B122, B123, B124)

� 1 x 1 PPM / 1 PPH (BNC) - Programmable

� 1 x Potential Free Contact

Network Time Protocol:

� NTP v2, (RFC 1119), NTP v3 (RFC 1305), NTP v4, (RFC 5905,

RFC 4330),  SNTP v3 (RFC 1769), SNTP v4 (RFP 2030), MD5 /

SHA1 Authentication

� Upto 7,500 NTP requests per second

� 40,000 NTP Slaves supported

� 250,000 SNTP Slaves supported

� Internet Protocol: IPv4/IPv6

� NTP version 4.2.8p7

� Time Protocol: TIME (RFC 868)

� Daytime Protocol: DAYTIME (RFC 867)

� Supports Unicast, Multicast and Broadcast

� NTP Peering (1+1 redundant NTP Server)

Configuration and Monitoring Software:

� Telnet

� SSH

� CLI, HTTP (web access)

� NMS - GUI (Graphical User Interface) - Runs on any PC

operating on Windows 7, Windows 8 or Windows 10,

Windows 11 OS.

www.valiantcom.com 2



Local / Remote Management:

� RS-232C (DB-9)

� USB Serial

� 10/100BaseT Ethernet RJ45

� 1 x External Alarm Relay Contact

� Telnet / SSH (option to disable clear text communication to

comply with NERC security requirements)

� CLI Control Interface (Tera Term or putty)

� SNMPv2, SNMPv3 Traps (MIB provided)

� Syslog, HTTP, HTTPS, TCP, UDP, FTP, SCP, SFTP.

� Event logs, graphical GNSS health monitoring, and alarm

alerts.

Security and Protection:

� Password Protection with password strength monitor

� SSH

Security Features and Capabilities:

� M 5 authentication for secured NTP accessD / SHA1

� Key management for NTP clients

� Option to disable clear text (Telnet) for secure communication

� Supports Secure Shell (SSH) network protocol for encrypted

communication

� Supports RADIUS server for secure authentication and access

control

� Supports user-configurable Ethernet port protection

� Supports NTP Peering for creating a redundant NTP server

� Encrypted Password Control to access the device

� Password Strength Monitoring

� Alert notifications using secure SNMPv3 traps

Display :

� LCD-display with back-light (HH: MM: SS) - 12/24 Hour Mode,

number of satellites with selected Constellation.

LED Indicator:

� GPS Lock, GPS Antenna / Receiver

� Holdover LED

� IRIG-B Fromat

� PLL Lock

� Power Supply

� Alarm

MTBF:

� Per MIL-HDBK-217F: ≥ 37 years @ 24C

� Per Telcordia SSR 332, Issue 1: ≥ 42 years @ 24C

Standards & Compliance:

� IEC - EMC – Certified to EN 55032 / CISPR 32 A,

IEC 61000-4-2 / 60255-22-3-2007, IEC 60255-22-6 / IEC

61000-4-6, IEC 61000-4-8, IEC 61000-4-9, IEC 60255-5:2000,

IEC 61000-4-3, IEC 61000-4-4 / IEC 60255-22-4-2008,

IEC 61000-4-18, IEC 61000-4-17, IEC 60950, IEC 60068-2-1,

IEC 60068-2-2, IEC 60068-2-14, IEC 60068-2-30,

IEC 60068-2-6, IEC 60068-2-27

� Restriction of Hazardous Substances (RoHS) Compliant

� CE – 2014/35/EU, 2014/30/EU, EN61000-6-2, EN61000-6-4,

CISPR 32 / EN 55032,

Mechanical Specifications:

� H x W x D: x 2 x 7844mm 48 mm 2 mm

� W 5eight: 2. Kg

� 1 - 1U High9”, 21”, 23” Rack mounting options

Environmental (Equipment):

O 0perational -2 C to +65C

Cold start -10C

Storage -40C to +85C

H 10% ~umidity 95% non-condensing

C ,ooling Convention Cooled.

No cooling fans are required.

Power Supply:

� Dual Redundant

� 1 , IEC C14 Inlet+1 AC power (100 to 240V AC, 50/60 Hz

Connector)

� 1 ,+1 DC 24V 1+1 DC 48V

� 1+1 DC 110~220V

� AC or DC

� Reverse Polarity Protection

Power Consumption:

� < 20W at ambient (steady state 24°C)

� Heat Load: 50–68 BTU/hr

Antenna Specifications:

� Antenna Type: Active

� Polarization: Right hand circular

� Frequency Band: L1 1575.42 MHz ± 10 MHz, L5 (1176.45

MHz)

� Amplifier Gain: For L1 band: 40dB ± 2dB, For L5 Band: 42dB ±

2dB

� VSWR: <2.0 Max, 1.0 Typical

� Operating temperature: -40C to +85C

� Out of Band Rejection: > -60dB @ ± 50MHz off center

(1575.42 MHz) frequency

� Lightening Protection: According to EN61000-4-5 Level 3

(Optional).

� Ingress Protection: Ip67

� LMR400 (or equivalent) Cable Length - 30, 50, 60 and 90

meters

Expansion Chassis (VCL-2156-EXT) - Add any 4 output cards in

any combination

� 4 x IRIG-B Un-Modulated outputs (RS422/ RS485)

� 4 x IRIG-B Un-Modulated outputs (RS232)

� 4 x IRIG-B Un-Modulated outputs (BNC)

� 4 x IRIG-B Modulated outputs (BNC)

� 4 x 1 PPS Differential outputs

� 2 x IRIG-B Modulated (RJ45) + 2 x 1 PPS outputs (BNC)

� 4 x 1 PPS outputs (BNC)

� 1 x 1 PPS Optical Multi-Mode outputs (Optical, 820nm, ST, Tx)

� 1 x IRIG-B DCLS Optical Multi-Mode outputs

(Optical, 820nm, ST, Tx)

Valiant Communications Limited
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Ordering Information

Type GPS only:

Part Number: GPS-yyVCL-2156-NTP-

Description: NTP Server

Power Supply: y AC220 or AC220R or DC048 or DC048R ory:

DC110 or DC110R or DC220 or DC220R or ACDC

Type GPS-NavIC:

Part Number: VCL-2156-NTP-DBR

Description: NTP Server

Power Supply: y AC220 or AC220R or DC048 or DC048R ory:

DC110 or DC110R or DC220 or DC220R or ACDC

Type GNSS-NavIC:

P :art Number VCL-2156-NTP-NavIC-2506

Description: NTP Server

Power Supply: y AC220 or AC220R or DC048 or DC048R ory:

DC110 or DC110R or DC220 or DC220R or ACDC

License: Perpetual license for hardware and software.


